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Why should you care? Our work Measurement results

® SMTP smuggling is a technique allowing attackers to spoof email addresses ® A comprehensive measurement of SMTP ® 19 of 22 public email services were
without authentication. Name a few threats: smuggling across wide range of targets: vulnerable.

public and private email services, open- ® 23 of 48 university email services

® Same-domain addresses | . . . . . !
. Action required: Your account will be suspended! (& source emall Software, CommerCIal emall were VU.lIleI'able. (Vla user Study)
S St“dent lmpersonate prOfeSSOI' ~ From ladmin<admin@microsoft.c0m> |Add Contacts = Block Add to Favorites t
gateways. ® 1,577 of Tranco top-10,000

Intern im ersonate CEO To victim<victim@kakao.com> Add Contacts
p domains were vulnerable. (via non-
intrusive test)

. New measurement methodologies enabling
‘ CrOSS_domaln addresses Did you really receive an email from Microsoft? =. MinOSOft automatic and non_intrusive .
— Gmail user impersonate Google vulnerability test and advisory at scale! ® 5 of 5 open-source email software

- OUthOk USGI' impeI'SOIlate MicrOSOft Received-SPF: pass (kakao.com: domain of admin@microsoft.com Were Vl]lnerable-

Gesignates 40.93.107.30"as pernitted sender Reveals real-world vulnerable services and ® 1 of 2 email gateways was

software and insights of how shared SMTP vulnerable
PoC: Attacker impersonates admin@microsoft.com infrastructure magnifies the impact.

How SMTP smuggling works? How we non-intrusively measure private services at scale

3. Vulnerable receiving MTA . o
1. Attacker assemble the smuggled email with processes the smuggled portion ® We look to cover more private ® To verify its accuracy, we use both user study

a malformed “end of mail” data indicator as a separate email email services, but... and a DNS side-channel of DKIM signature in

MAIL FROM:<alice@a.com> MAIL FROM:<alice@a.com> . . teSt q 10ad.
RCPT TO:<bob@b.com> RCPT TO:<bob@b.com> 1. Many WOllld be 1mp0551ble fOI’ us p y

From:<alice@a.com> From:<alice@a.com>

To:<bob@b.com> J_’ To:<bob@b.com> tO get lnbOX access; MAIL FROM:<alice@a.com> MAIL FROM:<alice@a.com>

Subject: This is a normal email. Subject: This is a normal email. 250 <alice@a.com> Sender ok 250 <alice@a.com> Sender ok
RCPT TO:<bob@b.com> RCPT TO:<bob@b.com>

250 <bob@b.com> Recipient ok 250 <bob@b.com> Recipient ok

|.Narmal Email Content... Normail Email Content... 9. We need au't()matl()n,
" \n\n 7 \' '/
"MAIL FROM:<admin@youtube.com> DATA DATA

RCPT TO:<bob@b.com> o : O O We deVGIOp the IlOIl—lIltI‘U.SlVe 354 Enter mail, end with "." on a line 354 Enter mail, end with "." on a line
DATA K MAIL FROM:<admin@youtube.com>*} h d f 11 From:<alice@a.com> - <alice® §
: . o RCPT TO:<bob@b.com> %, o o : : rom:<alice@a.com
Attacker From:<admin@youtube.com> » : Victim met O dS 10110WS. To:<bob@b.com> To:<bob@b.com>
To:<.bob@b..c?m> : : From:<admin@youtube.com> “ Subject: SMTP Smuggling Vulnerability Subject: SMTP Smuggling Vulnerability
Subject: This is a smuggling email To:<bob@b.com>

Subject: This is a smuggling email. :': 1. We Send the teSt paYIOad With d Report Report

This is a successful attack. ‘\’ ~ . - i
.o,’ ‘0.0 delay after Sendlng the l/rt‘,ll\nnerablllty Report Content... {/:I\nnerablllty Report Content...

\r\n.\r\n _| This is a successful attack. )
@ malformed indicator. MAIL FROM:<admin@a.com>\n MAIL FROM:<admin@a.com>\n
b

RCPT TO:<bob@b.com>\n RCPT TO:<bob@b.com>\n
DATA\n DATA\n

Sending MTA Receiving MTA : . If receiVing end replies, it iS 250 Message accepted for deliver

. . oy . . 0\/\5\\0\\& 250 <admin@a.com> Sender ok
2 Sendlng MTA beheves It 15 Sendlng ONE emall /?:f;zo\os@&\\ Vulnerable. We then Send our - -- End the SMTP session after 10s --- 250 <bob@b.com> Recipient ok
\

oy o . 354 Enter mail, end with "." on a line
. am vulnerability disclosure message; -
221 Bye

Shared email infrastructures maagnifies the impact Shared SPF .
9 P Domains If not, it is not vulnerable, and =5 By Ea =N

: ' Outlook ] ' T : >
® Modern email systems employ M Gmail ﬂz utloo tiookeom T 81718 we terminate the connection so — smtp ST et S smTp S )

' : no full emails will enter inbox. MTA MTA  MTA MTA
DMARC, which uses SPF or em gmail.com 63,225 Vulnerable receiving MTA replies prematurely (Right)

DKIM to verify email senders. = yandex.ru 4,838

: zoho.com 4,074
® SPF checks the sender’s IP IMPERSONATES qa.com 1713 Full Paper

address. O OGitH mail.ru 22 nelgnts E E
Y6 [ frstmailcom | 768 ® The centralization of email services magnified SMTP o
r

Email Service

® Attackers with access to any o\m\‘\“‘o\% \EEE

daum.net 87 .
account of a shared email smuggling attacks.

B yahoo.com 62
infrastructure can spoof any - icloud.com ar ® Attackers could spoot well-known domains by exploiting SMTP E
other hosted domains. and tens of thousands more! Email services shared by smuggling and the shared SPF infrastructure.

multiple domains

https://nw.ci/smuggle
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